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LANL @home
CYBER HYGIENE

INFORMATION MEDIA NOT WORKING?

OFFICIAL USE ONLY (OUO) - Avoid having it Protect government

- Lock up when not in use - Avoid duplicating it Furnlshed. equipment (GFE) +
i and media

- Encrypted in transit if sent - Lock up when not in use

- Protect IDs, cryptocards,

outside the yellow network
tokens and PIV

- Encrypt to send it

- Need-to-know access

D1010100000001111001¢ "+ Using your wallet or
CONTROLLED UNCLASSIFIED N1010101010101010101 locked drawers is OK.
INFORMATION (CUI) D0001010010010010001
(other than OUO) D0101011101010101010 WORKING

1001100100100100101] Be aware of:
0100101001001000100

- Who is listening
_@? * Who can see your computer screen

- Emails asking for secure information

I - Don’t share GFE, PIV, and tokens
to others, including family members.

- Needs to be at LANL
‘ - Secured when not in use
- Encrypted in transit

- Need-to-know access

- Accessed from LANL laptops over VPN

Use institutional storage when possible ‘ NUCLEAR
WEAPONS
CYBER
Assurance ° Los Alamos

NATIONAL LABORATORY
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LA-UR-20-23083

- DO NOT CODE TALK ON
UNSECURE CHANNELS.




